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Object Storage in Smart Factories and IIoT
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Smart 
Factory /
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Object
Storage

IIoT likes Object Storage
➢ Scalable, cost-effective data storage
➢ Handles massive sensor/machine data
➢ Enables real-time analytics & automation
➢ Supports digital twins & predictive maintenance
➢ Integrates with automated workflows
➢ Powers unified data lakes for data science

Amazon S3 is one of the most important services
➢ Security, scalability, HA, long-term archiving, … 

data sharing via cloud
➢ Added benefits

➢ AWS IoT Core, Greengrass, edge solutions
➢ AWS analytics / AI tools
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S3 has Some Practical Problems

Authentication via 
AWS4 ‚AWS Signature‘ 
with symmetric keys

Key rotation out-of-
band / manual

➢ AWS4 protocol uses simple, symmetric key 
authentication

➢ S3 buckets common, but often insecure in devel. 
cycles, causing risks in production.

➢ AWS4 keys stored insecurely, key rotation manual 
and disrupts automated production.

➢ Credentials leaked in source code, no strict 
abstraction leads to exposure.

➢ AWS STS with OIDC offers temporary keys but 
support is limited.

➢ Public/unprotected buckets sometimes 
undetected, enabling data breaches.

➢ Reused or abandoned buckets increase supply 
chain attack risk.

➢ Automated, secure key management lacking, 
threatening production continuity.

S3 with simple AWS4 method has security issues and risks 
production disruption

Secure Token 
Service
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Indirection Solution via AWS IAM with OIDC

AWS
IAM

OIDC 
IdP

Exchange OIDC Id
Token for temp. key

➢ One key at a time
➢ Dependency on 

connectivity to IdP and IAM
➢ Limited veondor support
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S3 Object storage and support for STS with OIDC
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Security Architecture with OIDC/PAM Authentication



wb-fernstudium.de
7

Implementation Components

➢ OIDC IdP: Auth0

➢ STS Endpoint: MinIO

➢ S3 Endpoint: MinIO

➢ PAM: Hashicorp Vault

➢ FactorySimulation (C#)
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Results

• MFA-Authentication by human operator to Auth0

• Automated batch retrieval of
S3 secret keys from STS 

• Keys used ephemeral (OTPs)

• Continued operation 24hs
with access intervals down
to 200ms
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Solution?

➢ This is a workaround with some specific benefits

➢ Full S3 authentication with Oauth/OIDC is not coming anytime soon
➢ Key control – that may be good for compliance
➢ Options for Rsik Mgmt. / Desaster Recovery Scenarios …
➢ Less dependency on external entities
➢ Works with all S3 implementations like Azure‘s or Google‘s
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