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Object Storage in Smart Factories and lloT

lloT likes Object Storage

Scalable, cost-effective data storage

Handles massive sensor/machine data

Enables real-time analytics & automation
Supports digital twins & predictive maintenance
Integrates with automated workflows

Powers unified data lakes for data science
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Amazon S3 is one of the most important services
» Security, scalability, HA, long-term archiving, ...
data sharing via cloud
» Added benefits
» AWS loT Core, Greengrass, edge solutions
» AWS analytics / Al tools

@ wbh

WILHELM BUCHNER
HOCHSCHULE

o

kg

- e

0 0

L %)

)
EDEDED

S :
Smart
Mechanization, Mass produt.:tion, Computerand Cyber Physical Fa Cto ry /
water power, steam assembly line, :
L automation Systems
power electricity I IOT

Object = Data +

Object (eg., I?LFJ"II', GET) [D‘/ metadata (attribute)

Storage

DDD Buckets

0 (No directory)

Images: Wikimedia Commons
wb-fernstudium.de



S3 has Some Practical Problems

» AWS4 protocol uses simple, symmetric key
authentication

» S3 buckets common, but often insecure in devel.
cycles, causing risks in production.

» AWS4 keys stored insecurely, key rotation manual
and disrupts automated production.

» Credentials leaked in source code, no strict
abstraction leads to exposure.

» AWS STS with OIDC offers temporary keys but
support is limited.

» Public/unprotected buckets sometimes
undetected, enabling data breaches.

» Reused or abandoned buckets increase supply
chain attack risk.

» Automated, secure key management lacking,
threatening production continuity.

S3 with simple AWS4 method has security issues and risks
production disruption
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|dP

@ wbh

WILHELM BUCHNER
HOCHSCHULE

AWS

IAM

Key rotation out-of-

4d5ma/mengel —

Secure Token
Service

S3 Object
Storage

Authentication via
AWS4 ,AWS Signature’
with symmetric keys

Images: Wikimedia Commons, AWS wb-fernstudium.de



@ wbh
Indirection Solution via AWS IAM with OIDC T

» One key at a time

» Dependency on
connectivity to IdP and IAM

» Limited veondor support
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S3 Object storage and support for STS with OIDC  Feciseane™

Product
Amazon S3

OAuth/0IDC
v

v
X (but SAML)

Ceph Object Gateway
Dell/EMC ECS

Dell /EMC Isilon
MinlIQ

NetApp ONTAP

NetApp StorageGrid

Nutanix Objects

PureStorage FlashBlade
Qumolo
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Security Architecture with OIDC/PAM Authentication NIt R e
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Implementation Components

» 0IDC IdP: AuthO

» STS Endpoint: MinlO

» S3 Endpoint: MinlO

» PAM: Hashicorp Vault
» FactorySimulation (C#)
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© SHA2S6Manager

@ string sha256(string)

© v

© swwrmer
O Vemlt vault

0 AmazonS3Client s3client

o Amazons3Config s3config
o string servicelr]

O string bucketName

O static S3Wrapper instance

O siring accessKey
O string sccretKey

.
L——"|'o string getAccessKey()
o string getSecrctKey()
o void UpdateSecret()

B S3Wrapper()

o voul updateS3Cred()

® static S3IWrapper create()

® bool uploadFile(string, ProductionPart, string)

o List=string= getAllObjectsNewerDate{ DateTime)

@ List<ProductionPart= 530bject ToProduc tionPart{ List<string=)

@ voil printS3Details(int?)

©

© ProductionPari

@ List<ProductionPartKPI> calc TimeSpan{ List<ProductionPart=)
@ int calculateAvgFertigungstaki(List=Produc tionPartKPI=)
@ int or List artkPl=)
@ int Ferl List<Produc tionPartkP1=}
© int lastPans ds Elaps ed( List=Pr artKP1>-)

o int Id
@ string Name
o DateTme TimeStamp

@ Hashtable getDataAsHashtable()

(©) ProductionpartkPl

o TimeSpan? TimeSpanToPreviousPart

© ProductionPartKPI(ProductionPart part)

Signin to Vault
Method
OID
Role
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© vukone

© Lo

@ string getOIDCToken() [~ & void write(sting, bool)

© Lesve blank to sign in with the default role if

v More options

o void write(string, int?, bool)
@ void writeError{string, nt?)
@ voud printHappyFace()

@ void printSadFacel()

@ void linebreak()
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Welcome

Log in to michael-factorysimulation to continue

10 Vaultoing

factory@mgeiger.org

Forgot password?

ntinue

Don't have an account? Sign up
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- G Continue with Google
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Results
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* MFA-Authentication by human operator to AuthQO

* Automated batch retrieval of

03-05-2025 15:49:59 Produktionsiberwachung

03-05-2025 15:49:59 S3 mit Access Key: NeVHFs25clWOTTVS5BAQr; Secret Key: sqnO4Dp7V1T7SnnURYTqFvkNoJ@HZY9FB4aiKUyA

S3 secret keys from STS

KPI Fertigungstakt

min: 252@ms avg:2526ms

* Keysusedephemeral (OTPs)

* Continued operation 24hs
with access intervals down
to 200ms

Letzte 5 Teile:

: 58;
: §7;
: 56;
: 65;
: 54;

Produktionsdauer:
Produktionsdauer:
Produktionsdauer:
Produktionsdauer:
Produktionsdauer:

max: 2538ms

Letztes Teil vor @ Sekunde(n).

2528ms
2524ms
2527ms
2520ms
2521ms
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Solution?

» Thisis a workaround with some specific benefits

» Full S3 authentication with Oauth/0IDC is not coming anytime soon
> Key control - that may be good for compliance

» Options for Rsik Mgmt. / Desaster Recovery Scenarios ...

» Less dependency on external entities

» Works with all S3 implementations like Azure’s or Google's
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