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Abstract— Delivery of content to mobile devices gains increas-
ing importance in industrial environments to support employees
in the field. An important application are e-mail push services
like the fashionable Blackberry. These systems are facingesurity Mail-Serve
challenges regarding data transport to, and storage of the ata
on the end user equipment. The emerging Trusted Computing
technology offers new answers to these open questions.
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I. INTRODUCTION

Network Operation Center
(NOC)

The share of workers occupied with ‘nomadic’ tasks in
mobile contexts is constantly growing over the last years.
These workers depend on infrastructures for easy and swiff™"™ >
access to essential data. This has contributed to the succes
of data push services like RIM's Blackberry, which conquers

the market quickly. E-Mail push is one basic value propositi

aiming at high availability and ease of use. Push services g therefore stands to reason to use Trusted Computing (TC)
characterised by the ability to notify end users of new cointe for a novel approach to push service security. We present
For an e-mail service the end user device is activated by iy technical scenarios relying on Trusted Computing to
central mail server, receives the new mail, and alerts tiee Usnitigate the sketched security problems. The followingisec
Some providers have extended their service range to enghlgoduces basics of content push architectures and dissus
access to company databases and implement loosely couplRgr security issues. Section 1l lays out the basic fabisua
work-flows incorporating nomadic workers. TC needed in the following, and Section IV exhibits our

Due to the hlgh potential value of the exchanged data th%@]cepts proper. Section V contains conclusions.
systems are threatened by, maybe even professional atacke

raising the requirement to protect the distribution of meh Il. CONTENT PUSH ARCHITECTURES
data. The technical problems entailed by this requirement a The idea behind a content push architecture is to inform a
in the focus of the present contribution. Pertinent seguritiser if new data is available without necessitating any user
concerns can be grouped in two main areas. First, data lteraction. The basic method for this has been formulated f
to be protected on the way to the device. During the transparstance in the standards of the Open Mobile Alliance (OMA,
the main concern is to maintain confidentialiiz prevent see [2]).
eavesdropping. Second, after the data is delivered to tieede  Notifying a user can be done using either a centralised
the data has to be protected against unauthorised access. arhdecentralised approach. Figure 1 illustrates the farimer
latter problem is of practical importance in use cases lile tthe centre of this architecture a Network Operation Center
mentioned e-mail push, but also for ordinary e-mail, SM@NOC) performs all activities regarding the communication
delivery, and other data synchronisation processes bataeethe mobile devices. The data destined for the mobile devices
central data base and a mobile device. Current approaches stored in sources like mail servers. These sourceseexcit
to this challenge are predominantly using software tokertbe push server and deliver the data. Due to this activation
e.g., PKCS#7 as containers of credentials used to sective push server either requests a communication line to the
message transport and storage. Software solutions howeawebile device managed by the NOC or delivers the data to
suffer from the drawback that an attacker can extract the kehhe NOC which in turn stores the data until they are handed
from memory during the encryption or decryption of a date the mobile device. From a company’s view the management
block. Smart cards are one approach to this problem but in thests are low in this scenario, as there is no additionakteffo
mobile domain no standard has managed to become prevalapeded to maintain, e.g., a special firewall configuration.

The security problems of push services are adjacent toFigure 2 shows the decentralised counterpart where no
general protection of content in transmission. Protectibn central server is in charge to communicate to the attached
mobile content is a major use case for Trusted Computing [Hevices. This scheme differs from the one above in that
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Fig. 1. A centralised architecture



key pairs and secondly, the ability to provide an assertion
to the exterior about the system state and the integrity of
the system. Each TPM is bound to a certain environment
4_* and together they form a trusted platform (TP) from which

]
g . g. w & the TPM cannot be removed. Through the TPM the TP has
Database Server oz access to a cryptographic engine and a protected storage. Ea
‘ physical instantiation of a TPM has a unique identity embddi
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in an Endorsement Key (EK) which is created at manufacture
time. This key is used as a base for secure transactions as the
Endorsement Key Credential (EKC) asserts that the holder of
Fig. 2. A decentralised architecture the private portion of the EK is a TPM conforming to the TCG
specification. The EKC is issued as well at production time an
the private part of the key pair never leaves the TPM. There
the communication between push server and mobile devige other credentials stating the conformance of the TPM and
is direct. For a company using this scheme it is necessahe platform, which are not of importance here. Before a TPM
to enable device access over, e.g., the Internet to servess be used a take ownership procedure must be performed in
behind a company firewall. This requires a specially harden@hich the usage of the TPM is bound to a certain user. The
network topology like a Demilitarized Zone (DMZ) housingollowing technical details are taken from [3].
the push server or a proxy server to mediate access to the pushor the TPM to issue an assertion about the system state,
infrastructure inside the corporate network. two protocols are available for the process called attiestat
The centralised scheme is the prevalent architecture ugeslthe uniqueness of every TPM leads to privacy concerns,
by the market leader. Nevertheless, it raises some secutiigy provide pseudonymity, respectively, anonymity. Beth
concerns in particular with regard to availability and pdy. isting attestation protocols rest on Attestation Idenkgys
Denial of service attacks aiming at the service level of @IKs) which are placeholders for the EK. An AIK is a
NOC lead in the worst case to a complete service breakdowi024 bit RSA key the private portion of which is sealed
High value and visibility of the target make correspondingside the TPM. The simpler protocol of Remote Attestation
attacks very likely. If we take a malicious service providego (RA) offers pseudonymity by introducing a trusted thirdtgar
consideration privacy concerns are added to the general otte privacy CA (PCA, see [4]), which issues a credential
regarding transport security. Potentially the NOC can s€cestating that the respective AIK is generated by a sound TPM
every message which is sent to a mobile device, allowing faithin a valid platform. This credential together with thékA
information leakage. First and foremost the message cbntean therefore be used as an identity for this platform. The
could be extracted and disclosed. Moreover, analysis of thgstem state is measured by a reporting process with the TPM
collaboration between active users becomes possible. Ba#its central reporting authority receiving the measurgme
attacks have to be treated in the protocol design to enablgues and calculating a unique representation of the state
end-to-end security and to conceal all sensitive inforomatit using hash values. For this, the TPM has several Platform
should be noted that end-to-end security is to be establist@onfiguration registers (PCR). Beginning with the systemitbo
between the push server and the mobile device in contrasietich component reports a measurement value, e.g., a hash
well known protocols like PGP or S/IMIME. value over the BIOS, to the TPM and stores it in a log
Beside the requirements on the infrastructure the mobile dige. During RA, the communication partner which wants to
vice itself must also be examined from a security perspectivestablish trust in the TP and acts as verifier receives thifil®
All data transferred to the end user device is stored there. And the corresponding PCR value. The verifier can then decide
attacker can gain access to this data by theft or penetratipthe device is in a configuration which is trustworthy from
attacks (e.g. by Bluetooth), or social engineering. Most ¢iis perspective. Apart from RA, the TCG has defined Direct
these security considerations are not considered in egistiAnonymous Attestation. This involved protocol is based on
standards. For instance the document [2, Section 11] regaadzero knowledge proof but due to certain constraints of the
mainly authentication issues. hardware it is not implemented in current TPMs.
Beside the attestation methods TC offers a concept to bind
blobs of data to a single instantiation and state of a TPM,
Trusted computing uses a hardware anchor as a rootvdiich is essential for the concept presented below. The
trust and is now entering the mobile domain with the airaperation takes the data blob that is the result of a command
to provide a standardised security infrastructure. Traghe and decrypts it for export to the user. The caller must aigkor
context of TC means (as defined by the TCG) that an entittye use of the key that will decrypt the incoming blob. In
always behaves in the expected manner for the intendemhsequence this data blob is only accessible if the phatfor
purpose. The trust anchor, called Trusted Platform Modukin the namely state which is associated with the respectiv
(TPM), offers various functions from two main areas. FirdPCR value.
the ability of the TPM to create, store, and use asymmetricA mobile version of the TPM is currently being defined
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A solution to this problem is a public/private key scheme.

We now refine the base concept accordingly, presenting our
by the TCG’s Mobile Phone Working Group [5]. This sosecond concept exhibited in Figure 4. The synchronisation
called Mobile Trusted Module (MTM) differs significantly server now encrypts the data with a public key. The usage
from the TPM of the PC world and is in fact more powerful irof the corresponding private key should be restricted by a
some respects. In particular, it contains a built-in verif@ PCR value as it is known from the first scenario. To grant
attestation requests, substituting partly for an exteR@A. trust in this public key the synchronisation server recgiire
Both TPM and MTM are a solid basis for the push servica certificate issued by this particular TPM or a third party

security concept we now present. stating that this public key corresponds to a private keybot
created by a valid TPM on a TP. Also, the particular PCR value
IV. CONCEPTS FOR TRUSTED CONTENT PUSH must be enclosed in this certificate. This concept is vergeclo

Based on blob binding as presented before we develofCaattestation identity keys (AlKs) which are used in TC for
basic scenario to protect the data which is exchanged betwétatform attestation. The AIK privacy CA which certifies tite
a data source and a mobile device. Figure 3 exemplifies til@tform keys can be used here to issue certificates augthente
simple protocol between the actors of a potential uses caB¥ the information of the PCR value. This variant of an AIK
The data source (e.g., a mail server) receives new data whigfurther called ainding key. In contrast to an AIK its aim is
are to be synchronised with the mobile device. Step 1 sign&t to provide pseudonymity but a way to encrypt data at the
the synchronisation server which controls the synchrdioisa Side of the sender which can only be used in a predefined
process. This can be implemented as a push (data souF@e on the receiver side (this feature could also be used
activated) or as a pull scheme (the synchronisation serrer fP establish a lightweight DRM mechanism). By requiring a
riodically polls for new data). The synchronisation serias Certain PCR value, the activity of a certain application e t
basically the tasks to locate the mobile device by detemginidevice can be enforced as it is necessary that this appircati
its unique 1D or address, to establish a communication, andwas reported to the TPM. In the example of an e-mail push
control the synchronisation process. Our first concept Ig orfervice the presence of an e-mail application is requireal in
concerned with the security of the data exchange, as there &@rtain configuration and a well defined environment.
various established protocols standardising the synésatan The top-level protocol for creation and usage of binding
process, e.g., OMA data synchronisation (OMA DS). In Stepk&ys is presented in Figure 4. The data source again offers
of Figure 3 a secure channel between the synchronisati@y either push or pull) new data. The protocol is parted in
server and the mobile device is established. This can theee stages. Stage 1 is concerned with the key creatiorhand t
performed employing known methods such as Transport Layssuing of the certificate. In Stage 2 the key is registeretiat
Security (TLS). After this, an attestation of the platform iside of the synchronisation server. In the final stage theikey
required to testify the mobile device and to proof the intggr used for its purpose. Step 1 (from Stage 1) transmits thagubl
of the platform (Step 3). Security of the following stepsesl portion of a key pair to the PCA. Additionally several other
on this assertion of platform trustworthiness. Step 4 perfoa  certificates are transmitted. In Step 2 an online attestdtio
key exchange so that the data can be encrypted independepdisformed which assures the status of the mobile device and
of channel security. This step is optional if the secure aleén extracts the actual PCR values. Using this value a certfisat
is strong enough and considered reliable. After this, thia #a created stating that the key originates from a trusted qoiiaf
transferred to the mobile device (Step 5). The device reseivand that it is useable if and only if the platform equals a
the data and stores them in sealed data blobs (standardiseddrtain state. This certificate is transmitted in Step 3 ® th
TCG [3, Chapter 12]). As the result of this, the data is onlsnobile device. Step 4 describes that the binding key and the
accessible in the chosen state of this unique device. corresponding certificate are transmitted to the syncheatiain

This basic approach suffers from the drawback of a high laerver. Herein it is necessary to register this data for yse b
tency produced by the Steps 2-4. Especially remote atimstatcertain user. This process depends on the particular use cas
creates a high computational load and produces some traffind is not in the scope of this paper. Steps 1 to 4 only have to



be performed once during the roll out of the device or the take some of the steps from the first concept can be omitted by
ownership of it by the user. In Step 5 the data is transmitteadcunning use of the Trusted Computing concepts of privacy
to the synchronisation server. The synchronization sezaar CAs and AlKs. The presented methods represent a strong
now encrypt the data with the binding key or maybe with base for a lightweight DRM system based on TC. Certain
hybrid encryption scheme based on this key. A previous keiata can only be decoded and used precisely if the device is
exchange is not required. As the key is bound to a certaia stat the desired trustworthy state. It should be noted that our
it is also not required to check if the device is in this state application uses TC in a way different from DRM, which is
neither the device nor any other entity can unveil the cdntesften considered as the sole use for TC. Both applications
of the data. This takes place in Steps 5 and 6. bind the economic value to a particular instantiation of the
Let us briefly discuss efficiency matters, keeping in min@iPM. If this trust anchor breaks, only a limited damage can
that the analysis must remain hypothetical since we do nmtcur as the damage is restricted in space and time, e.g., to
have a real-world implementation. Comparing the two scleeme single data synchronisation in a push service or submissio
it becomes obvious that the first is much more flexible in itsf a single reputation. In contrast, if a single TPM in a DRM
application than the second one. The server can decide eagstem breaks, the protected digital good can be converted i
time if the particular device can be considered as trustwort an unprotected version which can be freely distributed on a
Binding the transmitted data to a defined system state ledaige scale, causing heavy monetary losses to its owner.
to a very restricted application scenario as the systene stat AIKs lend themselves to more applications than blob sealing
is not necessarily static. The mobile version of the TPMnly. Since they are generated by the trusted platfornf isel
the MTM, introduces some new concepts, which might bare available in principle in unlimited number, they can bed
of use with respect to this problem. The standard employs & various different purposes. This can go so far as to pi@vi
abstraction layer by the definition of so-called trustediegg, a basis for a full-fledged identity management. In [6] we have
The described functionality (of model 2) can now be locateghown how to implement a pseudonymous ticket system based
in such an engine. This engine controls the complete hagdlimn AlIKs. The papers [7], [8] exhibit some further TC uses in
including de/encryption and display of pushed content aride mobile domain.
thus comprises a trustworthy system compartment for thés so It is interesting to note that introducing TC vyields a
purpose. The rest of the system can run freely, adding musgcondary user bound identification token. Due to the take
flexibility to our core concepts. ownership procedure of the TPM it is bound to a certain user.
With respect to performance, the use of TC in the describétierefore it is in its function very similar to a SIM as it is
way has its advantages and drawbacks. On the one ha@ldp possible to migrate the relevant parts from one TPMéo th
the hardware capabilities of the TPM or MTM add considiext. One may ask whether two different identification taken
erable power to existing systems for instance for the plysiovill survive in future TC-enabled mobile devices.
generation of random numbers. By design the MTM/TPM
operates independently and in parallel to the system’s CPU. _ - .
. . H.} Trusted Computing Group, “Mobile Phone Working Group eUs
On the other hand: key Cryp_tOQrame tasks U_SEd IN OUT case Scenarios - v 2.7 Tech. Rep., 2005. [Online]. Avigtab
concept are expensive. In particular the generation of AIKS https:/Aww.trustedcomputinggroup.org
i i id2] Open Mobile Alliance, “Push architecture. draft versi@.2 - 20 jan
is rather slow and may take, t_ogethe_r v_wth _remote attestatid? 2006, oma-ad-pushova. 2-20060120.4" Open Mobile Algndech
some 15 seconds. Though this restriction is partly due to the Rep., 2006.
“historical” binding of the TPM to the low pin count (LPC)[3] Trusted Computing Group, “TCG TPM specification version
bus of the PC, and may even not apply to the mobile version, 1.2 revision 94" Tech. Rep, 2006. [Online]. Available:

. . . https://www.trustedcomputinggroup.org
TCG implementers a dedicated pre-fetch mechanism for Ay~ ""1cG  infrastructure  Working  Group ~ Reference  Ar-
generation to accelerate a TPM's response to AIK requests. chitecture  for Interoperability ~(Part 1) Specification fm
For our concept the main latency introduced by TC is by 1.0 Revision 17 Tech. Rep, 2005. [Online]. Available:

. . https://www.trustedcomputinggroup.org/specs/IWG/
remote attestation, which may take up to 8 seconds (alwetyﬁ—, “TCG Mobile Trusted Module Specification. Specificat
at LPC bus cycles). If we assume that even a new AIK Is version 0.9 Revision 17 Tech. Rep. 2006. [Online]. Avhita
used for every push operation, as in a ticket system which e https://www.trustedcomputinggroup.org/specs/moliteye/ -

. . 6] ——, “Employing Trusted Computing for the forward prign of
described elsewhere [6], thlen the qverall latency mlghtlﬂldd pseudonyms in reputation systems,” To appearPinceedings of the
to 30 seconds. Push services typically have a relatively low Werkshop Virtual Goods at the conference AXMEDIS 2006, Leeds,
message frequencies for a single addressee, so that themor}c England, 13.-15. December 2006. _ _ _
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