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Abstract: Trusted computing, used as a security technology, can establish trust
between multiple parties. One implementation of trusted computing technology
standardised by the Trusted Computing Group is the trusted platform module
(TPM). We build on the security provided by the TPM to create a trusted
variant of identity management systems based on the popular OpenlD protocol.
We show that it is feasible to bind OpenlD identities to the trustworthiness of
the device. Our concept and implementation builds on previous work which
showed that trusted computing can be used to create tickets. In this work, we
use such tickets as a building block to establish trust in the OpenlD protocol
between the identity provider and the device. Furthermore, we investigate how
mutual trust can be established in the communication between device and
user during authentication. The concept of trust visualisation via a trusted
environment and binding to user authentication are presented.
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1 Introduction

Trusted computing (TC) is generally regarded as a protection and security technology
centred on single devices. Used as a platform-neutral security infrastructure, TC offers
ways to establish trust between different entities that are separated by technical
boundaries, e.g., different access technologies and access control structures. As some
concepts of TC have similarities to identity management (IdM), we increase the
security of a common lightweight 1dM protocol for the internet, namely OpenlD, by the
use of TC technology. The main contribution is not only to bind the use of an OpenlD
identifier to a single platform, and hence provide protection from remote phishing
attacks, but also to provide protection from identity theft by maware, trojans or
man-in-the-browser-attacks by enabling the use of the trusted OpenlD (TOID) identifier
only after a successful integrity verification of the client platform.

In previous work we have presented a concept to use TC within Kerberos (Leicher
et a., 2009), and have aso shown that identity federation between different provider
domains can be supported by TC (Fichtinger et al., 2007). This paper presents the
concept and implementation of a trusted IdM protocol using the widely used OpenlD
protocol. Our approach of Section 2 combines attestation and integrity validation of a
client system’s trustworthiness with user authentication. We further demonstrate that this
combination can be done efficiently in a generic demonstration environment for
TC-based applications. In Section 3, a complementary technology concept to establish
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trust between platform and user is presented, which can close the ‘trust gap’ for
authentication and online transactions at the user end.

1.1 TC technology

With the growing presence of computer systems in ubiquitous environments such as
mobile phones, machine-to-machine communication, and sensor networks, the need for
an increase in security arises. On the other hand, the enormous increase in system
complexity inhibits a formal verification of the whole system. As a consequence, other
means have to be established to encounter the risks and dangers to which every single
system gets exposed. In a networked scenario, where multiple systems communicate, TC
is a core technology to determine whether a communications partner can be trusted.

Asaroot of trust for the secure operation of the system, a hardware security anchor is
the key to the protection of the system behaviour. Establishment of the trust boundary is
conceptually associated to the boot cycle of the platform and extending trust from the
root to further loaded components is a central concept of TC. This means that
components that are started later on, are measured by a protected entity on the platform
before they are executed, for example, digest values over a component are generated and
stored protected by the root of trust. Specified by the Trusted Computing Group (TCG)
this process is called authenticated boot (TCG, 2005a). Another embodiment called
secure boot (TCG, 2008) adds a local enforcement engine which denies loading
components whose measurement values do not match trusted reference values.

To prove trustworthiness of a system to an externa party acting as a verifier,
attestation mechanisms and protocols have been envisaged. They transport measurement
values and verification data necessary to retrace the post-boot system state to the verifier.
The trust anchor is represented by the trusted platform module (TPM) (TCG, 2007),
which offers various security functions. The TPM isirremovable and uniquely bound to a
particular platform. Therefore, together, the TPM and its platform form atrusted platform
(TP). A more detailed overview can be found in Leicher et al. (2009), TCG (2007),
Gallery (2005), and Kuntze and Schmidt (2007).

Through the TPM the TP gains a cryptographic engine and protected storage. Each
TPM has a unique identity represented by an endorsement key (EK) which is created at
manufacture time. The EK acts, together with the endorsement key credential (EKC),
which asserts TPM conformity to TCG specifications, as a base for secure transactions.
The TPM is equipped with a physical random number generator, and a key generation
component which is able to create RSA key pairs. The generated private keys are kept in
the secure storage protected by the TPM. Attestation protocols as defined by TCG
(2005b) rest on attestation identity keys (AIKS) acting as placeholders for the EK. An
AlK isa 1,024 bit RSA key whose private portion is stored securely inside the TPM. The
remote attestation (RA) protocol offers pseudonymity by the use of a trusted third party,
the privacy CA (PCA), which issues an AlK certificate stating that the AIK is generated
by asound TPM within avalid platform.

Instead of using a PCA to obtain AlIK certificates, the TCG has aso defined direct
anonymous attestation (TCG, 2007, 2005b; Brickell et al., 2005, 2004; Camenisch, 2004)
which uses the Camenisch-Lysyanskaya signature scheme (Camenisch and Lysynskaya,
2003) as the DAA certificate. Some research however shows that DAA cannot aways
fulfil the promise of increased privacy (Smyth et a., 2007; Rudolph, 2007; Leung et al.,
2008). Hence, according to Camenisch (2004) and Pashalidis and Mitchell (2005), the
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level of privacy provided by DAA can be even lower than that offered by a PCA-based
AIK certification, since verifiers in DAA get to know the identity of the issuer that
attested to a platform’s conformity, whereas in the PCA scheme only the PCA’s identity
is revealed to the verifier. The method to equalise the privacy levels proposed by
Camenisch (2004) introduces additional complexity and a potential third party, which
makes practical adoption of DAA questionable. DAA is not a substitute for RA, since
DAA is a signature scheme which replaces the AIK certification by the PCA. Hence,
DAA is another means which allows to obtain a certificate for an AIK without having to
share the EK certificate with a PCA. RA however has the goal to provide a platform
integrity verification of the complete system by a remote entity.

The system state is measured with the TPM acting as the central reporting authority
receiving measurement values and calculating a unique representation of the state using
hash values. To store the system state measurement, the TPM uses several secured
registers, the platform configuration registers (PCRs). The stored measurement log
(SML) keeps a more extensive record of the components and can be used together with
the PCR value for the validation of the platform. Although the TCG does not specify any
particular protection scheme for the SML, the AIK signed PCR value can be used to
provide implicit integrity protection for the SML. This technique is based on initial work
by Schneier and Kelsey (1999) for securing audit logs. An implementation of integrity
measurement using the TPM is available in the integrity measurement architecture (IMA)
(see Sailer et a., 2004) as akernel extension for Linux. During an RA process the verifier
receives the SML and the corresponding PCR value signed by the TPM using the AIK.
The verifier can then decide if the device isin atrustworthy configuration.

As AlKs can only be used to sign data originating from the TPM an indirection must
be used to sign arbitrary data. Such an indirection can be achieved by using a TPM
generated signing key which is then certified by signing it with an AIK. This certified
signing key (CSK) can then be used to sign arbitrary data. This scheme is shown in detail
in Leicher et al. (2009) and Kuntze et al. (2006).

1.2 Related work

IdM and single sign-on (SSO) are technologies which can benefit from TC. A general
analysis of how TC concepts can be applied to support SSO is discussed in Pashalidis and
Mitchell (2005, 2003). The concept described in Pashalidis and Mitchell (2003) however
implements the identity provider on the TP of the user, and the identity provider proves
its integrity to al service providers. Such a scheme requires all service providers to keep
a database of known reference values for the reported integrity measurements. Our
approach is different in that we employ integrity verification of the user's platform
centrally by the identity provider which in turn authenticates users and can issue
statements on the platform’ s trustworthiness to the service providers.

In a previous paper (Leicher et al., 2009), we demonstrated how TC technology can
increase the security of aticket system, namely Kerberos, by binding the issued tickets to
the client device TPM and the trustworthiness of the state of the platform to which the
TPM is bound. The paper (Leicher et a., 2009) aso reviews further related work with
regard to secure |dM. Kerberos, however, has more architectura components which
makes it less efficient than other IdM solutions. Specifically, the two interactions with
authentication server (AS) and ticket granting server (TGS) add to complexity. Therefore,
we looked at natural extensions of TC concepts to more compact |dM systems such as
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OpenlID. A specific shortcoming of trusted Kerberos is that verification of the trusted
tickets must be implemented by every service provider, which requires that all of them
must change their applications in a way that allows them to handle the tickets. While
being feasible for small environments with few services, this concept might not be
feasible for internet services which are otherwise not in a trust relationship. Furthermore,
trusted Kerberos requires al participants, i.e., service providers, AS and TGS to maintain
a shared key database for the encryption of the tickets. All service providers have to
register with a specific TGS and share a key with this TGS to provide the service to al
clients in the Kerberos realm served by the TGS. Clients that are registered in another
realm cannot access this service provider unless the service provider registers with
multiple Kerberos realms.

2 TOID protocol

The OpenlD protocol does not specify any user authentication method to be used, and
thus allows for different methods for user authentication. To claim an identity at the
OpenlD provider, severa methods can be used, where the most common is the use of
login forms, where the user provides a password. In our TOID protocol, we replace this
login with a TPM-based login process. The user once registers an identity that is tightly
bound to higher specific platform (TPM). If he later decides to login using this identity,
the OpenID provider challenges the platform to provide the correct credentias. In this
case the credentials consist of a TPM generated ticket (credential chain). This allows the
user to login without the need for a password at the OpenlD provider. A local password
at the user’s computer can still be used to protect the identity from local attacks. The
login is combined with an integrity verification of the specific platform.

Using a TPM signed statement on the system configuration values, the OpenlD
provider can compare the reported system state to previously generated reference values,
adlowing only trustworthy clients to login and claim an identity. This combined
authentication and attestation allows for a fine grained access control by not only binding
the authentication data to a specific platform but also to a predefined system state which
is considered trustworthy. This enables OpenlD to be applied to new use cases requiring
enhanced security and detection of unauthorised modifications to the system.

2.1 OpenlD protocol

As an open, decentralised |dM framework, OpenlD (2010a) was developed to provide a
single sign on experience to users across services on the internet. With OpenlD, it is
possible to sign on to different services, with a single identity, called OpenID identifier.
OpenlD hence eliminates the need to create separate logins and passwords for the
services the user wants to access. OpenlD, often seen as IdM for the Web 2.0, is
supported by major internet companies, including AOL, Facebook, Google, Microsoft,
Y ahoo, etc. The latest report of OpenlD usage (OpenlD, 2010b) counts over 1 hillion
OpenlD enabled accounts and over 9 million websites utilising OpenID for registration
and login. During the last year efforts were made by the OpenlD Foundation (2010) and
the US government to deploy OpenlD on federal websites.

With OpenID (see Figure 1) users are provided with a single identity which they
can use across a variety of services, without having to remember different identifiers
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and login information. The websites supporting OpenlD login are referred to
as relying parties (RP). OpenlD uses identifiers in the form of an URI, eg.,
http://foo.myopenid.com/, provided by OpenlD providers (OP), which are used to sign in
to the RPs.

Figure 1 Overview of the OpenlD protocol (see online version for colours)
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To sign in to the RP, the user enters his OpenlD identifier in alogin form. The RP reads
the identifier URI and extracts the necessary information to redirect the user’s browser to
the OP. The OP and RP then establish an association using a shared secret, which is used
to sign any future communication between the OP and the RP. After establishing the
association, the RP redirects the user’s browser to the OP login page. The user
authenticates at the OP, using the method provided by the OP, e.g., via user-name and
password. The actual authentication mechanism between user and OP is not dictated by
the OpenlD specifications and hence leaves space for alternative authentication methods
involving smart cards or other security tokens such as the TPM. After user authentication,
the OP redirects the user’s browser back to the RP, including a signed assertion on
whether authentication succeeded or not. The user is then logged in at the RP and can use
all services provided by the RP. OpenlD allows users to access services provided by the
RP while not having to register with the RP directly.

Tsyrklevich and Tsyrklevich (2007) is a white-paper outlining security issues with
OpenID. One of the biggest concerns when dealing with OpenID is the danger of
phishing. If an attacker is able to trick users into giving away their credentials to a fake
OP, owned by the attacker, he can access a broad range of services in the name of the
legitimate user. Since OPs host the identifiers for multiple users they are a rewarding
target for the attacker as they can collect multiple OpenlID identifiers. Redirecting users
to the fake OP can be accomplished by the attacker by setting up a malicious RP which
redirects the user to the fake OP instead of the original one. The attacker hence does not
need to attack the OP directly. Other attacks include man-in-the-middle (MITM) attacks
during the association between the RP and the OP, replay attacks, involving sniffing the
session identifier of an authenticated session as well as cross-site-request-forgery (CSRF)
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attacks which silently log the user on to other sites once they have logged in into another
OpenlD site and perform actions in the user’s name. Such a CSRF attack mainly relies on
the fact that the OP and not the RP decides on the user login security policy.

2.2 Integration of TC concepts

The integration of TC concepts into the OpenlD protocol allows countering some of the
threats mentioned above and leverage of the overall security of OpenlD. Four entities are
involved in the TOID authentication process:

1 theuser accessing aservice

2 the OP supporting trust validation

3 aPCA to certify AlIKsfrom the user’s TPM
4 aRPusing OpenlD authentication.

We will assume that the following requirements hold on these entities: A PCA, chosen by
the user has to issue an AIK certificate, which is a X.509 certificate that includes
additional private extensions defined by TCG (2005b). We use the following indirection,
as described in more detail in Leicher et al. (2009) and Kuntze et a. (2006) to obtain a
CSK: The TPM generates a new RSA key pair, keeping the private part secured by the
TPM. After signing it with the AIK using the internal TPM operation TPM CertifyKey,
this key isreferred to as a CSK and can subsequently be used to sign arbitrary data. The
AIK certificate provides a binding of the AIK to the platform since the PCA checks the
relevant TPM certificates during the AIK certification process, i.e., the PCA states that
this AIK is generated and stored securely in a sound TPM. The verifier, upon receipt of
the AIK signed CSK and AIK certificate, is able to verify that the CSK isa TPM-secured
key by deriving the trust from the PCA issued AIK certificate. The PCA will hold all
platform specific information as included in the EK certificate and platform certificate
which the PCA receives and checks during AIK certification. After certifying an AIK at
the PCA, the user can choose an OP supporting the TOID protocol to host his claimed
identity. In order to register such a claimed identity, he must provide a vaid AIK
certificate to the OP.

It is important to note that the user does not establish any shared credentials with the
PCA for the AIK certification. The user generates the AIK localy inside the TPM and is
able to establish a password which must be used to unlock usage of this key from the
TPM. This is a local secret, which is checked by the TPM and never shared with an
outside entity. The PCA isthe only instance that will be able to resolve a claimed identity
to areal platform, by keeping a secured database that maps EK certificates to AIKs. The
RP only has to enable Openl D login for his site and has to accept assertions from this OP.
Different AIKs can be used by different users, where each AIK is protected by the TPM
to be used only by the user who knows the authentication secret (stored in the TPM) for
that user’'s AIK. Hence, each user in a multi-user system environment can create an own
AIK and associate his Openl D identity with this AIK in the registration process with his
TOID enabled OP.
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2.2.1 The trusted ticket server

We implemented both the trusted client and the enhanced OP server side of our concept
in Java, based on the project Openl D4Java (2010). It is invoked from a JSP page directly
and can be used to associate a service provider using OpenID login and to authenticate a
user accessing the service with his OpenlID. In order enable TPM-based authentication,
classes and methods had to be added to handle the integrity validation and authentication
with the trusted ticket server (TTS) component running on the client machine.

Figure 2 Overview of the protocol flow for TOID (see online version for colours)
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The TTS runs as a service application on the user’s machine and is responsible for the
authentication toward a TOID OP. It is atrusted functional entity which is deployed in a
trusted execution environment (TEE) on the client machine. The TEE provides an
isolated, integrity protected and secured execution environment for the TTS. In general,
we can assume that such a TEE is available, provided mainly by the TPM and OS
functions. One approach to gain such a TEE is presented by Balfe and Paterson (2008)
who implement Europay-Mastercard-Visa (EMV) functionality as a trusted application
using virtualisation. Ancther approach, based on virtualisation is presented by Gajek
et al. (2009). They use a security kernel to securely isolate a trusted component which
acts as a credential store for website login information. In general, the protocol consists
of the following steps, shown in Figure 2.

1 Initial connection to the RP: The user accesses the website of the service provider
(index.jsp). If the user wants to login using his OpenlD URI, the consumer
redirect.jsp page at the service provider connects to the given URI and thus retrieves
the address of the OP hosting the claimed identity.

2 Association of service provider to OpenlD provider: According to the OpenlD
protocol, the RP associates with the OP. This includes a secure exchange of the
reguest, the claimed identity and areturn URL to which the client will be redirected
by the OP if authentication is successful. These steps are performed on the server
provider side using consumer redirect.jsp and on the OpenlID provider side using
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provider.jsp. After the association is established, the client is redirected to the
webpage of the OP. The page checksiif the user is aready logged in, and if not
redirects the user’s browser to the OP login page provider authorization.jsp using
HTTP redirect. The redirection address is retrieved from the user supplied identifier.

3 Authentication of the client: The provider authorization.jsp page of the OP, requests
authentication and user authorisation to log in to the RP. After clicking alink on the
page, a new background thread starts which challenges the TTS on the client side.
The provider authorization.jsp redirects the user back to the provider.jsp page, which
waits for the thread to finish and evaluates the result of the challenge.

4 Redirection to the service provider: The OP (provider.jsp) redirects the user to the
consumer returnurl.jsp page at the service provider. The consumer returnurl.jsp
checks that the redirect comes from the associated OP and grants access to the user.

In our implementation, the TTS must be trusted to handle AIK certificates and CSKs
properly, protect the creation process of the tickets and collect and report platform
validation data to the OP. The TTS listens on a predefined port and waits for incoming
challenges. Upon receipt of a challenge, containing the identity the user wanted to usein
OpenlD and the service request he issued at the service provider, the user is required to
explicitly allow the challenge. Every chalenge is shown to the user along with the
transaction details in the TTS screen. In the current proof of concept implementation, the
user has to visually compare the challenges shown in the browser window and inthe TTS
screen. This separate, secure user interface (Ul) can protect the user from input phishing
on the client side, e.g., using the rudimentary feature of a colour-coding for the secure Ul
as described in Gajek et al. (2007). Other solutions than a visual comparison could be
used, e.g., that after successful integrity verification the OP calculates a session nonce
which is then cryptographically bound to the integrity state as reported by the TTS, using
the TPM sealing functions. The TTS then decrypts the nonce and displays it to the user
who has to provide it as a one time password in the OP authentication page. In principle it
is possible to implement additional protection methods, such as OP authentication
performed by the TTS, which could be done, e.g., by the use of TLS/SSL certificates.
Additional measures to prevent denial of service (DOS) attacks against the TTS could be
implemented, e.g., by integrating the TTS functionality as a trusted browser extension,
similar to the work of Bal et al. (2009), which is able to communicate with the browser
such that the TTS would only accept incoming requests if an OpenlD authentication
session is currently taking place. Depending on the desired level of security, such a
trusted browser extension could also store the user decision per session, to further
increase the single-sign-on experience. If the challenge is accepted, the user is prompted
to enter the password for the AIK corresponding to the given identity and to authenticate
for TPM usage by giving the SRK password. The TTS then tries to retrieve a previously
acquired certificate for this identity from the local certificate storage. If no certificate can
be found in the local database, the user can choose a PCA to connect to in order to
undergo an AIK certification process and obtain a certificate for the AIK. Therefore, he
must supply the correct owner password of the TPM. This prevents creation of rogue
identities by other persons than the owner of the TPM. Especially in corporate
environments, where the owner of the TPM is often not the user but another entity, this
alows the administrator to control the enrolment process for new OpenlD identifiers in
the corporate network. The TTS receives a random nonce from the challenger. An
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AlK-signed quote, including the nonce is retrieved from the TPM, providing a statement
about the system’s state. Next, the TTS creates a signed ticket which involves the
creation of a CSK that can be used to sign the request and the identity. The information
needed to verify the signatures is included in the ticket, so that the receiving party can
easily verify the ticket. Together with the SML the ticket is sent back to the challenger.
Figure 3 shows the authentication flow between the TTS and the OP.

Figure 3 Detailed protocol flow for TTS-OP communication (see online version for colours)
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Figure 4  Screenshot showing the OP login page in the browser (see online version for colours)
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Figure 5 Screenshot showing the TTS after receiving the challenge from the OP prompting the
user for the local passwords
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Enter password for identity 'http://192,165.1,37:8080/simple-cpenid/user.jsp': t

pm
Authenticate for TPH usage, enter SRK password: srkll
Ti—

In order to develop and implement our concepts for TOID, we set up a trusted
demonstration environment called ethemba (Leicher and Brett, 2010). The goa was to
design a system in which it is possible, without the need of a physical TPM, to access all
desired TPM functions. We used the TPM emulator of Strasser (2004) as base and to
simulate a complete system we established a connection between the TPM emulator and
QEMU, a virtualisation emulation environment, enabling our virtual machines to execute
TPM applications. Our virtual machine uses a standard debian Linux distribution, with a
patched kernel to support IMA (Sailer et al., 2004), enabling measurement and logging of
every component the kernel loads. The ethemba framework also includes a PCA
implementation and support for the TCG RA protocols. It is partially based on jTSS
(trustedjava, 2010) and has already been used in various other applications (Leicher et al.,
2009; Bal et a., 2009; Brett et a., 2009). For the TOID application we extended it with
the implementation of al necessary OpenlD functions on both client and server sides.
Figures 4 and 5 show screen-shots of our implementations of the OP and the TTS.

2.3 Device authentication and validation by the OP

During the TOID protocol, the OP receives the following information fromthe TTS:
1 thesigned quote from the TPM, including the nonce as anti-replay protection
2 theplain-text measurement file

3 theticket, including the signed identity and request string, the public key portion of
the CSK, the AIK signature on the CSK and the AIK certificate issued by the PCA.

In order to authenticate the client, the challenger first checks the validity of the AIK
certificate. This validation includes the verification of the PCA signature on the AIK
certificate. The challenger then has to verify the ticket, i.e., the credential chain
incorporated into it. Therefore, the AIK signature on the CSK public key hash in the
ticket and the CSK signature on the service request and identity in the ticket are
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validated. To validate the trustworthiness of the system, the challenger then checks the
entries in the received SML against a database of known good values. This step is
accompanied by recalculating the expected PCR vaue which is, in the fina step,
compared to the reported signed PCR value. If at any step in this process verification
fails, the client will not be authenticated. In this protocol, the OP receives the platform
configuration in order to verify the platform integrity. Therefore the OP must be trusted
by the user not to revea this configuration to unauthorised third parties. Since the user in
OpenlD dready trusts the OP not to misuse his OpenlD identifier, this is an additional
requirement on an entity the user already has an established trust relationship with. If the
RP should however get some information about the authentication mechanism, e.g.,
TPM-based vs. non-TPM-based or additional assurance of the platform integrity,
additional mechanisms can apply. The OP might be offering this authentication as
additional service and guarantees integrity checking for RPs by contractual agreements,
and hence does explicitly disclose a platform’s properties to any RP. In security
demanding applications however, it might be desirable to signal the outcome of the
integrity verification process to RPs, which can be accomplished by including this
information in the OP-signed assertion message to the RP. Such information could for
example include details on the platform, the type of integrity checks performed, or along
the lines of a property-based attestation (PBA) according to Sadeghi and Stiible (2004),
by reporting the platform conformance to a certain set of properties.

TOID achieves user authentication and device trust attestation at the same time by the
following procedures:; user authentication is achieved because the user must already have
pre-registered the certificates for the AIK and/or the CSK with the OP, and the device (or
more precisely, the TPM that is hard-bound to the device), will send data that is signed
with the private key of the AIKs and the CSK in the step of challenge response.
Therefore, the OP, upon verification of the public portion of the keys, and upon
verification of the fact that the user is using the same AIK that had been pre-registered,
will know that the user who used the device to send the challenge response is the same
user who had been pre-registered with it. Device trust attestation is of course achieved
because the OP can verify if the TPM quote of the PCR values and the measurement logs,
and the part of the ticket (identifier and request) are all signed using the now verified
AIK/CSK. If both match, then the OP verifies that the client used to send the OpenlD
request is in fact trustworthy. If only the verification of the user and the request is
achieved but the comparison of the PCR values and the measurement logs fail, then the
OP knows that the trust-related data now indicates that the device may be compromised
and isin adifferent configuration state than expected.

2.4 Analysis of TOID

Our solution does not require any changes to the Openl D protocol standards. The OpenlD
specifications do not foresee a single method for user authentication. We therefore
developed an enhanced authentication concept which basically would allow OPs to
differentiate among themselves, with one function being the assertion of enhanced
security features. Such assertions are interesting for the users since they can be assured,
that their OpenlD identity is well protected, especialy if it is HW-bound and even more
important, such OPs enable RPs to rely on the information received from them, e.g.,
enabling banks, government and other security-demanding services to use OpenlD with a
white-list of ‘security-aware and certified’ OPs.
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Some of the mentioned vulnerabilities of the standard OpenlID protocol are addressed
by the Openl D security best practises (OpenlD, 2010c). Phishing however remains one of
the best known attacks and is a main problem for the OpenlD protocol. Since the
identifier is used with all RPs, the security of this identifier should be of special concern.
Replacing multiple insecure passwords or a single password which is used across
multiple RPs with a strongly authenticated identity reduces the spread of secret data,
which is especially important if the same password is used across all RPs. Recent attacks,
gathering credentials from social networks have shown that proliferation of credentialsis
an important security issue. Centralisation of credentials at a trustworthy OP also allows
the user to control the spread of personal information in a privacy protecting way. With
the use of a single point of authentication, namely the OP, it is easier (and cheaper) to
build strong (e.g., multi-factor) authentication between the user and the OP, which then
tranglates to a strong authentication between the user and all RPs that he uses. We follow
this direction with the TPM providing a secure storage for the credentials, paired with a
local authentication where no credentials are released directly to the OP, and binding the
authentication to the platform the user initially registered the identifier with. The
credentials are bound to the platform’s TPM and stored in the secure storage of the TPM.
No password or user name is sent to the OP in our approach, which in turn renders
phishing attacks as described in Section 2.1 on the OP side useless. The phishing
attacker’s target is to steal the user’s credentials by setting up a fake OP at a different
website controlled by the attacker and then re-use the login credentials with the real OP
later on. In TOID, an attacker would not be able to retrieve re-usable credentials with a
fake OP. The attacker’s fake OP is assumed to use another website than the legitimate
OP, and hence cannot impersonate the legitimate user at a RP even if the user is tricked
into approving a challenge from the fake OP, since the user’s Openl D identifier is hosted
at the web address specified in the OpenlID identifier, which is the real OP. Hence, the
attacker would have to perform an online attack in which he is able to trick the user into
approving the challenge and at the same time control the URL of the real OP, to be able
to establish associations between his fake OP and arbitrary RPs. Such an online attack is
possible with the normal OpenlD protocol as well. The attacker is required to control the
OP to RP communication channel as well as the OP to user communication channel at the
same time, resulting in avery limited and targeted attack scenario. TOID can increase the
security even in this scenario if security demanding RPs are requesting signed platform
integrity information from the OP which cannot be provided by the fake OP. Replaying
fake challenge responses to the real OP is not possible since the OpenlD protocol uses a
nonce for every session. Faking challenge responses would require the attacker to gain
access to the TPM protected AIK and CSK respectively for the creation of the response
signature. By the inclusion of a replay protection inside the ticket, the problem of a
phishing OP is mitigated. Additionally, a MITM attack, where the attacker is able to sit
between the TTS and OP, can be prevented by a mutual authentication between OP and
TTS, in which the TTS securely stores and verifies the OP certificates. To support
multiuser environments we are able to establish multiple identities, represented by AlKs
stored in the TPM, on a single platform and are able to protect them with a local
password, secured by the TPM. Each user creates a new unique AIK and performs the
AIK certification protocol. AIK certification is integrated in the AIK creation process,
can be done before running an OpenlD authentication session and is needed only once
per AlK. By the additiona inclusion of platform integrity validation by the OP, we
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further increase the security by detecting malware or otherwise modified systems and
preventing them from using the OpenlD identifier.

Compared to smple TLS authentication with a TPM-protected key, TOpenlD
combines attestation and authentication, whereas TL S alone only provides authentication.
Using TLS extensions with integrity attestation is an option to integrate platform
information. However, using TLS every RP will have to support the verification of the
TLS credentials as well as the integrity verification of the reported measurement values
which is highly impractical. Hence using an established and widely adopted lightweight
IdM solution such as OpenlD and bridging it with additional security and trust
information bears an increased benefit, since a secure web-SSO can be provided to a
large variety of RPs without any modifications to the existing OpenlD authentication
mechanisms implemented at the RPs. The presented scheme binds the use of an OpenlD
identifier to a specific TPM and hence a platform and the platform’s integrity. By this
binding an increased level of security can be achieved, as well as the use of OpenlD for
security demanding applications could be enabled. The goal of the current contribution is
to enhance the security and bind identity authentication to a single platform. This
effectively blocks attackers from transferring authentication credentials to a different
machine, as it is done it typical phishing attacks. This contribution does not yet address
the issue of identifier migration, e.g., using the same identifier with different devices,
such as a laptop, smart-phone and PC. Several mechanisms for migration are discussed in
the context of virtualisation architectures (Plaguin et al., 2009) and could be applied to
the presented solution.

3 A concept for trustworthy Uls

The basic TOpenlD protocol derives its increased security from two key factors:
validation of the user device by the RP using RA performed by the TTS, and binding of
the OpenlD authentication proper to the attestation via the AIK protected by the TPM.
This closes the trust gap between device and RP, but not between device and user. In fact,
trojan’'s, malware, and phishing attacks pose serious risks to users performing
transactions with remote parties on their devices (see Dhamija et al., 2006). More
sophisticated attack vectors are realised, according to Jackson et al. (2007b), by so-called
transaction generators, which produce and execute fraudulent online transactions to the
profit of the attacker. A requirement for a trustworthy authentication and online
transaction ecosystem is the effective mitigation of MITM and man-in-the-browser
attacks. A platform-centric requirement elucidating the necessary chain of trust over
multiple nodes, may be formulated as follows:

The platform is in a trusted state to run a trusted application to act on correct
data to perform the desired transaction with atrusted remote party.

From this derives the specific requirement to close the trust gap at the user end:

Visual attestation (VA): ability of a platform to validate an application and
according data to a human validator, attesting to correctness of a transaction,
using only human perception.

At the heart of the problem lie limitations to platform attestation. In practise, hardly any
user platform can be considered a TCB, i.e., an unconditionally trusted user device. Such
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a device would not need any special provisions for VA, but its trustworthiness would be
identical with its operational state. But for ‘standard’ devices a complete attestation of the
total software/hardware configuration is not practical. Concepts of separation into trusted
and untrusted domains can be used to validate the components needed to meet the above
requirements in a concrete context, for instance those which are necessary for secure
operation of TOpenID. See Schmidt et al. (2010) for an extensive discussion of the
concepts around remote platform validation and management. We believe that every
system for user authentication and trustworthy online transactions must take this main
limitation of real systemsinto account.

In the concrete scenario of user authentication with TOpenID, if only parts of the
device are validated by the IdP, it must be ensured that the user confirms the use of the
OpenlD with the TTS and a trusted browser, and that this input cannot (easily) be
intercepted or replayed in the manner of a MITM attack. Hence, the trusted device
domain needs a trusted Ul which protects the input and at the same time indicates to the
user that he is using his device in a secure mode, i.e., it performs VA. The simplest form
of such an indicator would be a LED which can only belit if the device (processor) is run
in trusted mode. However, such a simple approach does not respect the requirement to
bind VA to a specific transaction, e.g., a TOpenl D authentication and login.

From the user’s perspective, i.e., classifying by the form of user involvement, there
are three basic modes of VA.

V1a User notification by the platform using uniform visual cues to symbolise
trustworthiness.

V1b User notification with avisualisation of a secret, e.g., an image or an a phanumeric
value, shared with the user and endowed with additional security properties, e.g.,
binding to a specific platform, time-dependency, inclusion of data specificto a
transaction.

V2 Challenge-response between user (challenger) and platform, in which the platform
gives a correct answer to the user challenge using some secret.

Beside the mentioned indicator LED, an example for options V1, although for attestation
of a remote platform, is represented by extended validation certificates displayed by
modern browsers to indicate trustworthiness of a remote website (Jackson et al., 2007a).
A generic method to achieve VA in case, which involve a secret, is to bind this secret to
the trustworthy state of the platform (in the case of TC called sealing as described above
for the TTS secrets). A classic prototype for option V2 are press-to-test buttons found on
some programmable cal culators (Rosenquist, 2009).

Since V1a cannot be specific to a transaction and platform (state) we will concentrate
on the modes 1b and 2 involving a secret. It is straightforward to formulate requirements
for a secure Ul supporting VA for the latter two modes (with some overlap between
regquirements).

e thesecret ishard to (capture and) replay
e the secret ishard to re-produce by a malicious application

e itisdifficult to intercept and suppress the display of the secret (to allow an attacker
to show another fake secret to trick the user)

e itiseasly possiblefor the user to distinguish the real secret from afake one
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e itishard to compute the secret given itsvisual representation, i.e., near-one-way
property of the visualisation

e itisdifficult for the user to neglect, or bypass, VA.

The last item warrants some comment. The study Schechter et al. (2007) concluded that
users tend to ignore VA (or worse, absence of it) on websites, even in cases where this
posed high risk, for instance in online banking. This speaks for requiring some interaction
from the user but concurrently keep VA as unobtrusive as possible. This shows how VA
is a textbook example for the difficulty to reconcile security and user experience. The
visualisation part of VA, i.e., establishing a secure Ul and visualisation of a secret proper,
is atopic 0 ongoing research. One appealing ideais that of ‘visual hashes by Perrig and
Song (1999). They propose an image representation of numerical values satisfying
near-one-way properties, i.e., collision-freeness and pre-image resistance, measured in
terms of indistinguishability by humans.

Whatever visualisation method and properties of a secret are used for VA,
establishing a functional environment for it that alows practica deployment, and
combines usability with security, remains a pre-condition. In the following, we describe a
concrete proposal for such a system. The aim is to construct a partially secure Ul which
realises option V2 (challenge-response) in a very simple form, necessitating only partial
security of the underlying platform and is procedurally bound to a transaction, here
concretely user authentication. We call this combination of functionalities atrusted visual
token (TVT).

Figure 6 Security classification of I/O paths from a system secure environment to user and
communication path to aremote party
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3.1 Aprivileged elicitor and TVT

A key ingredient to the realisation of the user challenge for the TVT is a specia input
path from user to a secure environment on the platform in which the TVT functions
reside. Considering the generic 1/0O paths from user to a trusted environment (TrE) or a
secure element on the platform, and from there to aremote party, the coarse classification
of Figure 6 may be applied.

At the top, a secondary device communicates viaalocal link with a TrE to establish a
secondary channel. In turn, the secondary device may have a secure, secondary channel
with the remote party which can be used for secure transactions. Typical examples are
codes sent to a user’s cell-phone via SMS, which are then either manually input into
some client application (e.g., a transaction number for online banking), or, in modern
versions such as split-terminal authentication proposed by 3GPP (2010), transferred viaa
local wireless link. This complex form of interaction represents the current state-of-the
art of user authentication and transaction authorisation, but it is complex. On the second
row, a genuine Ul is very difficult and costly to secure on arbitrary devices. Third,
biometric input is very secure but it is a general purpose method for user authentication,
rather than for general input. Also, it is either too obtrusive (swiping a finger) for the
simple challenge required for V2, or it is passive (e.g., apicture of the user istaken by the
platform’s web cam) and does not alow to pose an own-controlled challenge to the
platform. Fourth, manual input via a keyboard is easy to attack, in view of the now
commonplace attacks on ATMs using fake keyboards, or key logging malware on PCs.

Here, we propose the simple idea of aprivileged elicitor (PE) (borrowing aterm from
biology) as a dedicated input path for posing a challenge to establish V2. The PE is a
secure input path (for instance, a key) for the user to his platform, where the endpoint
inside the platform is a TrE or secure element, i.e.,, some execution space which is
trustworthy for the purpose of the desired transaction. The PE represents a binary signal
to the TrE that activates the TVT for performing VA. The combination of PE and visua
attestation in the TVT requires specific security features which may be analysed on the
three traditional axes of security, applied to the binary (‘ ON/OFF’) signal it represents.

e Integrity means protection against false ON signals of the PE. But since the user
would notice false events, i.e., aVA occurring without the user having triggered the
PE, the threat of false ON is practically ruled out.

e Availability means protection against false negatives, i.e., suppression of the ON
signal of the PE by the attacker. Again, since the user would notice false negativesin
the challenge-response procedure that links PE to VA inthe TVT, thisthreat is
mitigated.

e A threat to confidentiality means for the PE-TVT combination that an attacker would
be able to divert the PE's ON signal to an untrustworthy endpoint, and produce a
fake visual attestation to the user. The threshold for this attack is very high since the
attacker must break integrity and availability as described before, and furthermore he
must be able to obtain secrets and current data from the original platform’s TrE to
reproduce the VA expected by the user. The ancillary condition that the attacker has
to do al this without noticeable delay, further raises the threshold for this attack.
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We are now in a position to give a functional description of TVT. the TVT is a
trustworthy entity on the user’s platform, for instance realised in a software TrE, or in a
hardware secure execution environment (such as a smart card), which responds in a
pre-defined manner with VA to the user challenge posed via the PE. It has the
characteristic features:

e VA proving the TVT' strustworthy state to the user, is displayed to the user on the
platform’s main or another, dedicated display

e TVT uses hardware-secured (smart-card, TPM-sealed, etc.) secretsfor VA
e TVT has access to methods for authenticating the user, e.g., biometric input
e the TVT strustworthy state can be validated by a remote party, e.g., using RA

e the TVT may validate other components of the platform, for instance a browser or an
on-line banking application, and incorporate information about those components’
trustworthinessin VA

e TVT has access to data specific to a particular transaction, and is able to incorporate
such datain ameaningful and unique way in VA.

The above features may work in combination as required by the specific purpose. Not al
of them may be needed in every case.

3.2 TVT operation and architecture example

A basic usage of the TVT in atransaction is that of user authentication, either locally or
to aremote party. This process, here generically called ‘log on’, works as follows. When
the user wishes to log on to the platform or a remote service, he opens a log-on
application, or browses to alog-on page of the service on the web. Then, the user presses
the PE and obtains VA. The VA may look as shown in Figure 7, combining severa
features such as a secret (time-dependent) image, user notification information, platform
information, freshness information (current date/time). The TV T architecture depicted in
Figure 8 shows the particular use case of log-on to a single-sign-on domain, where the
remote party ultimately receiving the user authentication is a domain controller of a
network domain (acronyms used are listed in Table 1.

Figure 7 Example TVT log-on screen combining security features (see online version
for colours)
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Table 1 Acronyms used in TVT architecture and log-on scenario

MOD LSASS Modified (to receive attestation data) local security authority subsystem (a
Microsoft WindowsTM component responsible for local and network user log-on

ENC Keysto encrypt TVT secret data

DEC Decryption keysfor ENC

REQ Data request

RoT Root of trust, e.g., a hardware secure element such asa TPM
BIO Biometric authentication device

In a secure or authenticated boot process at system start-up, the platform’s RoTs measure
and store the state of the TVT application (1a), for instance in the platforms’ PCRs (1b).
Optionally, the TVT application may be contained in a secure environment which
protects s the TVT also at run-time. The measurement facility, as well as the RoTs are
contained in the TCB of the platform. When a user wants to log on to a network domain
using this platform, the domain controller requests user credentials from the platform (2).
TVT activation occurs at this point and the remotely requested TVT user logon is
initiated, that is, the remote service signals to the TVT on the platform that it requires
user authentication (preferably via a mutually authenticated channel), upon which the
TVT displays a generic log-on notification, requiring the user to trigger the PE (3). The
PE signa is transmitted to some PE functionality contained in the TCB. The PE
functionality unseals the TVT master decryption keys (4). That means that PE
functionality issues an unsealing request for DEC to the platform RoTs, quoting the state
of TVT. RoTs check the state and decrypt DEC (5), if the state is correct (unsealing). The
DEC keys are keys which are part of a key hierarchy which can only be used inside the
TCB, for instance keys of a TPM key hierarchy. DEC can from this point on be used to
decrypt the TVT VA seeds which are encrypted with corresponding encryption keys
ENC. The PE functionality commands the TVT application to visually attest to the user
(6). The TVT application requests decryption of the TVT seeds (7), which is performed
using DEC (8), and the TVT seeds are provided to the TVT application (9). Using them,
the TVT application performs VA (10), including the request for local user
authentication, e.g., using BIO. The user authenticates (11), and the BIO facility signals
authentication success to TVT (12). (BIO may be assumed to be part of the TCB or
otherwise sufficiently secure)) TVT requests user credentials from its user account data
storage, e.g., a user name and password to be used for network log-on (13). That data is
also decrypted and sent to TVT which in turn providesit to the log-on application LSASS
(14), which in turn forwards it to the network domain controller. As a variant, DEC may
remain sealed and is only unsealed on-the-fly when TV T issues a request for any secret
(15).

The TVT is equipped with two secured data stores which serve to make it a
multi-purpose tool for VA and secure transactions. TVT seeds contain all secrets that
TVT uses to visuaise anything to the user and to communicate securely with remote
entities. That comprises seeds for visualisation [e.g., humeric values which can be
visualised by methods as described by Perrig and Song (1999)], TVT Individual secrets
(specific to a platform), TVT credentials for secure communication with other entities,
user defined (security) parameters, perapplication secrets, user enrolled secrets such as
private images. On the other hand, user account data enable the functions of the TVT
which are similar to a password vault. They comprise, but are not limited to biometric
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user reference data, domain, remote service and user name lists and associations, user
credentials, e.g., passwords or hash values of passwords, credentials for authentication of
a remote service or domain controller (e.g., digital certificates). The described
construction and operation of the TVT shows that it can be a flexible instrument for VA,
user authentication and general transaction authorisation.

Figure 8 TVT architecture and log-on procedure (see online version for colours)
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4  Conclusions

OpenlD is a lightweight protocol for federated 1dM and is rapidly being adopted by the
industry. We have shown that by incorporating TC technology into the protocol, it is
possible to create a more robust and secure Openl D implementation, which subsequently
enables the protocol to be used for secure transactions such as financial payments etc. We
have shown that by binding OpenID identities to the trustworthiness of the device,
assured by the device's TPM, and then relaying the trust information to the OpenlD
provider, we can establish trust between the OpenlD provider and the device. We have
also implemented our concepts on a virtualisation environment, faithfully implementing
al functions required of the TPM, the device, and the OpenlD provider in order to
implement the TOID protocol. Many laptops and desktops now incorporate a TPM and
trusted software stacks, facilitating the introduction of thisimproved OpenlD protocol.
Complementing the proposal for TC enabled user authentication is the concept of a
TVT to establish user trust in a platform during a transaction. Taken together TOpenID
and TVT potentialy enable security for online transactions which to date require extra
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hardware and a re cumbersome to users in many cases. TC enables these operations with
high security, in principle, on any computing platform.
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